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Abstract 

Democratic legitimacy depends on elections that are simultaneously verifiable (outcomes 
provable through transparent counting) and secret (individual votes untraceable to voters). 
This dual requirement creates a fundamental tension: paper ballots preserve secrecy but 
lack transparent auditability; electronic voting enables efficient counting but creates single 
points of failure vulnerable to manipulation, hacking, or institutional mistrust. Current 
approaches force jurisdictions to choose between verifiability and secrecy, with contested 
elections producing irreconcilable disputes where neither side can prove fraud occurred or 
didn't occur through mathematical recomputation. 

This paper demonstrates that election integrity is fundamentally a governance problem 
requiring cryptographic separation of voter identity from ballot content, where election 
outcomes become deterministically verifiable through offline recomputation while 
individual votes remain mathematically unlinkable to voters, and where courts can 
adjudicate disputes decades later without trusting election officials, vendors, or 
operational infrastructure. 

We present the Recursive Stage-Based Identifier System (RSBIS)—a constitutional trust 
infrastructure addressing these requirements. RSBIS enables privacy-preserving election 
verification through: (i) voter identity Deeds establishing eligibility without creating linkable 
voter-ballot trails; (ii) anonymous ballot Journals recording votes as separate identities with 
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mathematical unlinkability to voters; (iii) zero-knowledge tally proofs enabling outcome 
verification without revealing individual votes; (iv) observer attestations providing tamper-
evident audit trails; (v) offline recount capability allowing courts to recompute election 
results without vendor cooperation or live systems; (vi) coercion resistance through 
receipt-freeness preventing vote buying or intimidation. 

We include normative governance specimens demonstrating deterministic acceptance of 
legitimate election processes (eligible voter registration, valid ballot casting with 
anonymity, accurate tallying with zero-knowledge proofs, observer verification) and 
deterministic rejection of election fraud (duplicate voting, ineligible voter attempts, ballot 
stuffing, tally manipulation). A complete end-to-end walkthrough traces municipal election 
from voter registration through ballot casting, tallying with zero-knowledge proofs, 
contested recount, and court verification—proving outcomes mathematically while 
preserving ballot secrecy. 

The contribution establishes that election integrity requires separating operational trust 
(depending on election officials' honesty) from structural trust (depending on 
mathematical properties). RSBIS provides cryptographic governance where election 
outcomes become recomputable facts, not attestations; where ballot secrecy remains 
mathematically preserved; and where courts verify elections through offline 
recomputation, not witness testimony. 

RSBIS further demonstrates that election integrity shares constitutional infrastructure with 
fifteen other trillion-dollar problems—all requiring deterministic validation under explicit 
policy with permanent, recomputable evidence. 

 

1. Introduction: The Democracy Trust Crisis 

1.1 Scale of Election Integrity Problem 

Global election costs and contested results: 

United States: 

• Federal elections: $14 billion spent (2020 cycle) 
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• Election security spending: $500M+ annually (post-2016 increases) 

• Contested elections: 2020 Presidential (60+ lawsuits), numerous state/local 
contests 

• Public trust: 30-40% believe elections "not secure" (partisan split) 

Global: 

• 60+ democracies holding national elections annually 

• Contested elections: Venezuela (2024), Pakistan (2024), DRC (2023), Brazil (2022 
dispute), Kenya (2022), US (2020) 

• Election fraud allegations: Zimbabwe, Belarus, Russia, Turkey, Nicaragua 

• Cost per major election: $100M-$2B (US, India, Brazil highest) 

The trust collapse: 

• Losing parties claim fraud (cannot prove or disprove mathematically) 

• Winning parties claim legitimacy (cannot prove conclusively) 

• Courts struggle (evidence = testimony, not recomputation) 

• Public polarization (each side believes opposite reality) 

1.2 The Fundamental Tension: Verifiability vs. Secrecy 

Paper ballots: 

Advantages: 

• Ballot secrecy preserved (voter identity not on ballot) 

• Physical audit trail exists 

• No software vulnerabilities 

Limitations: 
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• Not transparently auditable (observers cannot verify each individual ballot cast 
legitimately without violating secrecy) 

• Recounts slow, expensive, contested 

• Chain-of-custody vulnerable (ballot boxes can be stuffed, swapped, destroyed) 

• No cryptographic proof of correctness 

Electronic voting: 

Advantages: 

• Efficient counting 

• Accessibility (disabled voters, remote voters) 

• Potential for cryptographic verification 

Limitations: 

• Single points of failure: Voting machine software can be hacked, manipulated 

• Vendor dependency: Dominion, ES&S control systems; source code proprietary 

• No offline verification: Courts must trust vendor attestations 

• Ballot secrecy complex: Linking voter authentication to anonymous ballot requires 
careful cryptography 

• "Just trust us": Vendors claim secure but cannot provide mathematical proof 

Current "solutions" fail: 

Risk-limiting audits (RLAs): 

• Manually recount statistical sample 

• If discrepancies found, expand sample 

• Problem: Cannot prove no fraud, only bound probability; public doesn't understand 
statistics; still requires trusting paper ballot chain-of-custody 
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Blockchain voting: 

• Record votes on blockchain (immutable ledger) 

• Problem: Oracle problem (who verifies voter eligibility?), voter identity linkable on-
chain (secrecy violated), continuous network required (offline verification 
impossible), expensive 

End-to-end verifiable (E2E-V) voting: 

• Voters receive encrypted receipt; can verify vote counted 

• Homomorphic encryption enables tallying without decryption 

• Problem: Receipt = proof of vote (enables coercion, vote buying), complex 
cryptography difficult to audit, requires trusted setup ceremonies, implementation 
vulnerabilities 

1.3 The Adversary Model 

Election fraud attackers are diverse, sophisticated, and target weakest links: 

Insider threats: 

• Poll workers: Ballot stuffing, destroying opposition ballots, manipulating tallies 

• Election officials: Certification fraud, selective recounts, procedural manipulation 

• Voting machine technicians: Software manipulation, backdoor installation 

• Economic incentives: Local elections (school boards, city councils) corruptible for 
small bribes 

External attacks: 

• Nation-state actors: Hack voting systems, manipulate voter registration databases, 
spread disinformation 

• Organized crime: Vote buying, intimidation, ballot harvesting 
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• Partisan actors: Suppress opposition turnout, challenge legitimate voters, flood 
system with frivolous challenges 

Systemic vulnerabilities: 

• Vendor concentration: Three companies (ES&S, Dominion, Hart InterCivic) control 
80%+ US voting machines 

• Proprietary systems: Source code secret, cannot be independently audited 

• Certification theater: Testing labs certify systems, but cannot catch sophisticated 
attacks 

• Chain-of-custody gaps: Ballots transported, stored, counted by humans with 
variable trustworthiness 

Constitutional governance must assume: 

• Adversaries have budget, time, sophistication to exploit operational vulnerabilities 

• Insider threats exist (some poll workers, officials corrupt or coerced) 

• Vendor systems potentially compromised (backdoors, bugs, malicious updates) 

• Solution: Make fraud mathematically detectable, not operationally preventable 

1.4 Why This Is a Governance Problem, Not a Technology Problem 

Traditional framing: "We need better voting machines" or "We need better audits" 

This framing fails because: 

Perfect operational security impossible: 

• Humans make mistakes (poll workers, election officials) 

• Software has bugs (voting machines, tally systems) 

• Insiders can be corrupted (small bribes for local elections) 

• Physical security imperfect (ballot boxes stealable, swappable) 
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Trust cannot be proven operationally: 

• "Trust the election officials" = not verifiable 

• "Trust the voting machines" = not auditable (proprietary) 

• "Trust the recount" = circular (recounting same possibly-fraudulent ballots) 

Courts require mathematical proof, not testimony: 

• 2020 US election: 60+ lawsuits dismissed (insufficient evidence) 

• Evidence = witness testimony ("I saw suspicious activity") 

• No mathematical proof fraud occurred or didn't occur 

• Result: Public remains unconvinced (depending on partisan lens) 

The governance insight: 

Don't try to prevent election fraud perfectly. Make fraud mathematically detectable and 
outcomes cryptographically verifiable. 

Legitimate election should produce: 

1. Verifiable outcome (courts can recompute tally offline, confirm accuracy) 

2. Preserved secrecy (individual votes mathematically unlinkable to voters) 

3. Tamper-evident audit trail (any manipulation detectable through cryptographic 
verification) 

4. Coercion resistance (voters cannot prove how they voted to coercers/buyers) 

5. Offline verification (courts verify decades later without trusting officials or vendors) 

 

2. Constitutional Election Infrastructure: Privacy + Verifiability Through Structural 
Separation 

2.1 The Core Design: Separate Identity Lineages 
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RSBIS separates voter identity from ballot content through distinct Deed lineages: 

Voter Identity Deed (establishes eligibility): 

yaml 

voter_deed: 

  identity: RootZero0723_Voter_Smith_Jane 

  type: Voter_Registration 

  jurisdiction: California_District_15 

  registration_date: 2024-09-01 

   

  eligibility: 

    citizen: true 

    age: 28 

    resident: California_District_15 

    felony_status: none 

    registered_party: Independent 

   

  verification: 

    dmv_id: CA_DL_D1234567 

    ssn_last_four: 8472 

    address_proof: utility_bill_cvid:... 

Ballot Deed (anonymous, unlinkable to voter): 

yaml 
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ballot_deed: 

  identity: RootZero0000001_Ballot_Anonymous 

  type: Anonymous_Ballot 

  election: Municipal_Election_2024_November 

  precinct: District_15_Precinct_08 

   

  ballot_content: 

    mayor: Candidate_Alice_Johnson 

    city_council: Candidate_Bob_Martinez 

    measure_A: YES 

   

  casting_timestamp: 2024-11-05T14:32:18Z 

   

  # CRITICAL: No link to voter identity 

  # Ballot Deed is separate lineage 

Mathematical unlinkability: 

• Voter Deed: RootZero0723... (specific coordinate in identity tree) 

• Ballot Deed: RootZero0000001... (different coordinate, separate lineage) 

• No cryptographic relationship between identifiers 

• Cannot trace ballot back to voter (mathematical property, not operational 
promise) 

2.2 Zero-Knowledge Tally Proofs 
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After voting closes, tally computed with zero-knowledge proof: 

Problem: How to prove "Candidate A received 5,247 votes" without revealing which 
specific ballots voted for Candidate A? 

Solution: Zero-knowledge SNARK (Succinct Non-Interactive Argument of Knowledge) 

Tally proof structure: 

yaml 

tally_proof: 

  election: Municipal_Election_2024_November 

  position: Mayor 

   

  results: 

    Candidate_Alice_Johnson: 5247_votes 

    Candidate_Bob_Williams: 4836_votes 

    Candidate_Carol_Davis: 3102_votes 

    total_ballots: 13185 

   

  zero_knowledge_proof: 

    proof_type: zk-SNARK 

    statement: "Total votes correctly computed from ballots" 

    proof: zk_proof:blake3:tally_verification_9f4e... 

     

  verifier_can_check: 
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    - Total votes = sum of all ballot Deeds ✓ 

    - Each ballot counted exactly once ✓ 

    - No ballots added/removed after voting closed ✓ 

    - Tally arithmetic correct ✓ 

   

  verifier_CANNOT_determine: 

    - Which voter cast which ballot ✗ 

    - Which specific ballots voted for which candidate ✗ 

How zero-knowledge proofs work (simplified): 

1. Prover (election system): "I computed the tally; Candidate A got 5,247 votes" 

2. Statement: "There exist 5,247 ballots among the 13,185 total that voted for 
Candidate A" 

3. Zero-knowledge proof: Mathematical proof this statement true WITHOUT revealing 
which 5,247 ballots 

4. Verifier (court, observer, public): Checks proof validity cryptographically 

5. Result: Verifier convinced tally correct, but learns nothing about individual ballots 

Tally proof committed via CVID: 

tally_cvid: cvid:blake3:tally_proof_2024_mayor_9f4e... 

Journal entry: 

yaml 

journal_entry: 

  event: ELECTION_TALLY_PUBLISHED 
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  election: Municipal_Election_2024 

  tally_cvid: cvid:blake3:...9f4e... 

  zk_proof_verified: true 

  timestamp: 2024-11-06T02:00:00Z 

  observer_attestations: [Observer_1 ✓, Observer_2 ✓, Observer_3 ✓] 

2.3 Offline Verification by Courts 

Election disputed; court must verify outcome: 

Court obtains continuity bundle: 

1. Voter registration Deeds (eligible voters list) 

2. Ballot Deeds (all cast ballots, anonymous) 

3. Tally proof (zero-knowledge proof of correct counting) 

4. Journal entries (recording registration, ballot casting, tally publication) 

5. Observer attestations (third-party witnesses verifying process) 

6. Registry receipts (economic finality for key events) 

Verification steps: 

Step 1: Verify eligible voters 

Query: How many voters registered? 

Process: Count voter Deeds with jurisdiction = District_15 

Result: 23,451 registered voters ✓ 

Step 2: Verify turnout 

Query: How many ballots cast? 

Process: Count ballot Deeds with election = Municipal_2024 
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Result: 13,185 ballots ✓ 

Turnout: 56.2% (13,185 / 23,451) 

Sanity check: Turnout within normal range (40-70%) ✓ 

Step 3: Verify no duplicate voting 

Process: Check each voter Deed cast at most one ballot 

Method: Voter Deed journals "BALLOT_CAST" event (does NOT link to specific ballot) 

Verification: Each registered voter has 0 or 1 "BALLOT_CAST" events ✓ 

Result: No duplicate voting detected ✓ 

Step 4: Verify ballot authenticity 

Process: Check each ballot Deed issued during voting period 

Validation: Ballot Deeds created 2024-11-05 07:00 to 20:00 (polls open hours) ✓ 

Registry anchoring: Each ballot has Registry receipt (economic finality) ✓ 

Result: No ballot stuffing after polls closed ✓ 

Step 5: Verify tally accuracy via zero-knowledge proof 

Tally claim: Alice Johnson 5,247 votes 

ZK proof: zk_proof:blake3:...9f4e... 

Verification: Run ZK verifier algorithm on proof 

  Input: tally_cvid, ballot_count, zk_proof 

  Output: VALID ✓ 

Mathematical certainty: Tally correctly computed from ballots 

Step 6: Check observer attestations 

Observers: 3 independent observers (partisan + nonpartisan mix) 
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Attestations: 

  Observer_1 (Republican): sig:ed25519:GOP_Observer:4f7a... ✓ 

  Observer_2 (Democratic): sig:ed25519:Dem_Observer:8d3c... ✓ 

  Observer_3 (League_of_Women_Voters): sig:ed25519:LWV:2e9f... ✓ 

All observers signed Journal entry: "Tally process observed, no irregularities" ✓ 

Court ruling: Tally verified mathematically. Alice Johnson won with 5,247 votes (39.8%). No 
fraud detected. Election outcome confirmed. 

What court did NOT learn: 

• Which voter cast which ballot (mathematical unlinkability preserved) 

• Which specific ballots voted for Alice (zero-knowledge property) 

• Any individual voter's choices (ballot secrecy maintained) 

What court DID prove: 

• Exactly 13,185 eligible voters cast ballots 

• No duplicate voting occurred 

• No ballot stuffing after polls closed 

• Tally computed correctly from cast ballots 

• Observers witnessed process 

This is verifiability with preserved secrecy. 

2.4 Coercion Resistance (Receipt-Freeness) 

Problem: If voters can prove how they voted, coercers/buyers can force/pay for specific 
votes. 

Traditional e-voting receipt problem: 

• Voter receives encrypted receipt showing "I voted for Candidate A" 
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• Receipt enables verification ("my vote counted") 

• But: Voter can show receipt to coercer ("see, I voted as you demanded") 

• Result: Vote buying, intimidation enabled 

RSBIS coercion resistance: 

Voter receives NO receipt linking them to their ballot. 

What voter receives: 

yaml 

voting_confirmation: 

  voter: RootZero0723_Voter_Smith_Jane 

  event: BALLOT_SUCCESSFULLY_CAST 

  timestamp: 2024-11-05T14:32:18Z 

  precinct: District_15_Precinct_08 

   

  # DOES NOT INCLUDE: 

  # - Ballot Deed identifier (unlinkable) 

  # - Ballot content (secret) 

  # - Receipt showing specific votes 

Voter can verify: 

• ✓ "I was registered" 

• ✓ "I cast a ballot on Nov 5th" 

• ✓ "Precinct 08 ballot count includes mine (aggregate)" 

Voter CANNOT prove to others: 
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• ✗ "I voted for Candidate A" (no receipt showing choice) 

• ✗ "Here is my specific ballot" (ballot Deed unlinkable) 

Why coercion fails: 

Coercer: "Vote for Candidate A and show me proof, or I won't pay/I'll hurt you" 

Voter options: 

1. Vote for Candidate A, tell coercer "I voted for A" (no proof possible) 

2. Vote for Candidate B, tell coercer "I voted for A" (coercer cannot verify) 

Coercer cannot distinguish scenario 1 from scenario 2. Rational coercer won't 
pay/threaten because cannot verify compliance. 

This is receipt-freeness—fundamental property for free elections. 

 

3. End-to-End Election Verification Walkthrough 

3.1 Scenario: Municipal Election with Contested Outcome and Court Recount 

Election: Anytown Mayor Election, November 2024 
Registered voters: 23,451 
Candidates: Alice Johnson (D), Bob Williams (R), Carol Davis (I) 
Controversy: Bob Williams claims fraud (suspicious turnout spike, demands recount) 
Challenge: Verify election mathematically while preserving ballot secrecy 

3.2 Phase 1: Voter Registration (September-October 2024) 

Jane Smith registers to vote: 

yaml 

voter_registration: 

  applicant: Jane_Smith 
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  address: 742_Evergreen_Terrace_Anytown 

  date_of_birth: 1996-03-15 

  citizenship: US_Citizen 

   

  eligibility_verification: 

    dmv_record: matched ✓ 

    ssn_verification: matched ✓ 

    residency_proof: utility_bill_cvid:... ✓ 

    felony_check: none ✓ 

Voter Deed issued: 

yaml 

voter_deed: 

  identity: RootZero0723_Voter_Smith_Jane 

  jurisdiction: Anytown_District_15 

  registration_date: 2024-09-15 

  eligible: true 

Journal entry: 

yaml 

journal_entry: 

  event: VOTER_REGISTRATION 

  voter_deed: RootZero0723 

  eligibility_verified: true 
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  timestamp: 2024-09-15T10:00:00Z 

  entry_hash: blake3:registration_5c2a... 

Process repeated for 23,451 voters → 23,451 voter Deeds issued 

3.3 Phase 2: Ballot Casting (November 5, 2024 - Election Day) 

Jane votes at Precinct 08: 

Authentication (voter identity): 

yaml 

poll_worker_verification: 

  voter: RootZero0723_Voter_Smith_Jane 

  check_registered: true ✓ 

  check_not_already_voted: true ✓ 

  check_proper_precinct: true ✓ 

  authorization: APPROVED 

Ballot issuance (anonymous, unlinkable): 

yaml 

ballot_deed_creation: 

  identity: RootZero0000001_Ballot_Anonymous 

  type: Anonymous_Ballot 

  election: Municipal_Mayor_2024 

  precinct: District_15_Precinct_08 

   

  # CRITICAL UNLINKABILITY: 
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  # Ballot Deed coordinate (0000001) has NO mathematical relationship 

  # to voter Deed coordinate (0723) 

   

  ballot_choices: 

    mayor: Candidate_Alice_Johnson 

    city_council_seat_1: Candidate_Maria_Garcia 

    city_council_seat_2: Candidate_David_Lee 

    school_board: Candidate_Lisa_Wong 

    measure_A_school_funding: YES 

Two separate Journal entries: 

Voter's journal (records voting occurred, NOT ballot content): 

yaml 

voter_journal_entry: 

  deed: RootZero0723 

  event: BALLOT_CAST 

  timestamp: 2024-11-05T14:32:18Z 

  precinct: District_15_Precinct_08 

  # Does NOT include: ballot Deed ID, ballot choices 

Ballot's journal (records ballot content, NOT voter identity): 

yaml 

ballot_journal_entry: 

  deed: RootZero0000001 
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  event: BALLOT_RECORDED 

  choices: [Alice_Johnson, Maria_Garcia, ...] 

  timestamp: 2024-11-05T14:32:18Z 

  # Does NOT include: voter identity 

Mathematical guarantee: No cryptographic link between voter journal and ballot journal. 
Cannot trace ballot back to Jane. 

Process repeated 13,185 times → 13,185 ballot Deeds issued (56.2% turnout) 

3.4 Phase 3: Polls Close and Tally Begins (November 5, 8:00 PM) 

Polls close; no more ballots accepted: 

Registry locks ballot acceptance: 

yaml 

registry_event: 

  event: POLLS_CLOSED 

  election: Municipal_Mayor_2024 

  timestamp: 2024-11-05T20:00:00Z 

  ballot_acceptance: CLOSED 

  ballot_count_finalized: 13,185_ballots 

Tally computation: 

Mayor race votes: 

  Alice Johnson: 5,247 (39.8%) 

  Bob Williams: 4,836 (36.7%) 

  Carol Davis: 3,102 (23.5%) 
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  Total: 13,185 

Zero-knowledge proof generated: 

yaml 

zk_tally_proof: 

  statement: "Alice Johnson received exactly 5,247 votes from the 13,185 cast ballots" 

   

  proof_generation: 

    input_ballots: all 13,185 ballot Deeds 

    computation: count ballots with mayor=Alice_Johnson 

    result: 5,247 ballots 

     

    zk_proof: zk:snark:blake3:tally_mayor_alice_9f4e2d... 

     

  properties: 

    - Proof size: ~1KB (succinct) 

    - Verification time: <1 second 

    - Reveals: Total count (5,247) 

    - Conceals: Which specific ballots voted for Alice 

Journal entry with tally proof: 

yaml 

journal_entry: 

  event: ELECTION_TALLY_FINALIZED 
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  election: Municipal_Mayor_2024 

  timestamp: 2024-11-06T02:00:00Z 

   

  results: 

    alice_johnson: 5247 

    bob_williams: 4836 

    carol_davis: 3102 

   

  zk_proof_cvid: cvid:blake3:...9f4e... 

  observer_signatures: 

    - observer_1_gop: sig:ed25519:GOP:4f7a... 

    - observer_2_dem: sig:ed25519:Dem:8d3c... 

    - observer_3_lwv: sig:ed25519:LWV:2e9f... 

   

  entry_hash: blake3:tally_finalized_8d3a... 

Registry receipt: 

yaml 

registry_receipt: 

  event: Official_Election_Results 

  winner: Alice_Johnson (5247 votes, 39.8%) 

  economic_finality: 2024-11-06T02:00:00Z 

  receipt_id: ADES_Election_2024_1106 
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3.5 Phase 4: Contested Result - Bob Williams Demands Recount 

Bob Williams (losing candidate) files lawsuit: 

Claims: 

1. "Turnout suspiciously high in pro-Alice precincts" 

2. "Poll workers may have allowed ineligible voters" 

3. "Electronic tally possibly manipulated" 

4. "Demands full recount to verify accuracy" 

Traditional recount problems: 

• Paper ballot recount: Slow, expensive, disputed (chain-of-custody questions) 

• Electronic recount: Same software rerunning = same potential bugs/manipulation 

• No mathematical proof, just re-attestation 

Constitutional governance recount: 

Court orders independent verification using continuity bundle. 

3.6 Phase 5: Court Recount (Mathematical Verification) 

Court-appointed independent verifier (cybersecurity firm) receives: 

1. All 23,451 voter Deed records 

2. All 13,185 ballot Deed records 

3. Tally zero-knowledge proofs 

4. Journal entries (voter registrations, ballot castings, tally finalization) 

5. Registry receipts (economic finality) 

6. Observer attestations 

Verification process: 
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Check 1: Verify eligible voter count 

Query: Count voter Deeds with jurisdiction=Anytown, registered before 2024-11-05 

Result: 23,451 registered voters ✓ 

Bob's claim: "Ineligible voters allowed" 

Verification: All 23,451 voters have eligibility_verified=true in Journal ✓ 

Conclusion: Eligible voter list accurate 

Check 2: Verify no duplicate voting 

Query: For each voter Deed, count "BALLOT_CAST" events 

Result: 13,185 voters cast exactly 1 ballot, 10,266 voters cast 0 ballots ✓ 

Bob's claim: "Voters voted multiple times" 

Verification: No voter has >1 BALLOT_CAST event ✓ 

Conclusion: No duplicate voting 

Check 3: Verify ballot authenticity 

Query: Count ballot Deeds created during voting hours (2024-11-05 07:00-20:00) 

Result: 13,185 ballots ✓ 

Check registry locks: POLLS_CLOSED timestamp 2024-11-05T20:00:00Z ✓ 

Verification: All ballots created during legitimate voting period ✓ 

Bob's claim: "Ballots stuffed after hours" 

Verification: No ballots created after 20:00 (registry locks enforced) ✓ 

Conclusion: No ballot stuffing 

Check 4: Recompute tally via zero-knowledge proof verification 

Claimed result: Alice 5,247, Bob 4,836, Carol 3,102 
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ZK proof CVID: cvid:blake3:...9f4e... 

 

Verification process: 

  1. Extract ZK proof from continuity bundle 

  2. Run ZK verifier algorithm: 

     Input: (claimed_tallies, all_ballot_deeds, zk_proof) 

     Algorithm: Verify proof mathematically 

     Output: VALID ✓ 

   

Mathematical certainty: Tally correctly computed 

Bob's claim: "Tally manipulated" 

Verification: ZK proof confirms tally accurate ✓ 

Conclusion: Alice received exactly 5,247 votes 

Check 5: Verify observer attestations 

Observers present: 3 independent observers (partisan balance) 

Signatures: 

  GOP observer: Verified ✓ (Bob's own party observer!) 

  Democratic observer: Verified ✓ 

  Nonpartisan LWV: Verified ✓ 

   

All observers signed: "Tally process observed, no irregularities noted" 

Bob's claim: "Process not properly observed" 
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Verification: Bob's own party observer attested process legitimate ✓ 

Conclusion: Observers confirmed accuracy 

Check 6: Verify turnout demographics (Bob's suspicious turnout claim) 

Precinct-by-precinct analysis: 

  Precinct 01: 58% turnout (historical average: 55%) 

  Precinct 02: 61% turnout (historical: 58%) 

  ... 

  Precinct 08 (Jane's precinct): 57% turnout (historical: 54%) 

   

Statistical analysis: Turnout within 2 standard deviations of historical ✓ 

Bob's claim: "Suspicious turnout spike" 

Verification: Turnout consistent with historical patterns ✓ 

Conclusion: No unusual turnout anomaly 

Court ruling (3 weeks later): 

"Having conducted independent mathematical verification of the November 5, 2024 
Anytown Mayoral Election using offline recomputation of the constitutional governance 
records, this Court finds: 

1. All 23,451 registered voters were eligible (verified via DMV, SSN, residency) 

2. Exactly 13,185 ballots were cast by eligible voters during voting hours 

3. No duplicate voting occurred (each voter cast ≤1 ballot) 

4. No ballot stuffing occurred (all ballots timestamped during polls-open period) 

5. Tally computed accurately via zero-knowledge proof verification 



 
 

 

 Page 27 of 32 

 

6. Independent observers (including plaintiff's party observer) attested to process 
integrity 

Alice Johnson received 5,247 votes (39.8%), Bob Williams received 4,836 votes (36.7%). 

Plaintiff's fraud allegations are UNSUPPORTED by mathematical evidence. 

Election results CERTIFIED. Alice Johnson is the duly elected Mayor." 

What court verified mathematically: 

• ✓ Eligible voter list accurate 

• ✓ No duplicate voting 

• ✓ No ballot stuffing 

• ✓ Tally computed correctly 

• ✓ Observers confirmed process 

What court did NOT learn: 

• ✗ How any specific voter voted 

• ✗ Which ballots voted for which candidate (beyond aggregate) 

• ✗ Jane Smith's ballot choices 

Ballot secrecy preserved. Election verified. Democracy sustained. 

3.7 Phase 6: Counterfactual - What If Fraud Actually Occurred? 

Hypothetical: Poll worker fraudulently creates 200 fake ballots for Bob after polls close 

Fraud attempt: 

yaml 

fraudulent_ballot_creation: 

  timestamp: 2024-11-05T22:30:00Z (2.5 hours AFTER polls closed) 
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  fake_ballots: 200 

  all_vote_for: Bob_Williams 

   

  fraud_method: Corrupt poll worker with system access creates ballots 

Why fraud detected: 

Detection 1: Registry locks enforced 

Registry: POLLS_CLOSED timestamp 2024-11-05T20:00:00Z 

Fraudulent ballots: Created 2024-11-05T22:30:00Z 

Verification: 200 ballots created AFTER registry lock ✗ 

Journal hash chain: Broken (entries created after POLLS_CLOSED) 

Detection: FRAUD DETECTED (ballot stuffing after hours) 

Detection 2: Ballot count mismatch 

Registered voters who voted: 13,185 (per voter Journal "BALLOT_CAST" events) 

Ballot Deeds counted: 13,385 (includes 200 fraudulent) 

Mismatch: 200 extra ballots ✗ 

Conclusion: 200 ballots unaccounted for → FRAUD 

Detection 3: Zero-knowledge proof fails 

Claimed tally: Bob Williams 5,036 (includes 200 fraudulent votes) 

ZK proof verification: 

  Input: ballot_count=13,385, voter_cast_count=13,185 

  Verification: MISMATCH ✗ 

  Proof: INVALID (ballot count ≠ voter count) 
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Conclusion: Tally cannot be proven → FRAUD DETECTED 

Fraud definitively proven. Court orders investigation. Corrupt poll worker prosecuted. 

This is what constitutional governance provides: Fraud becomes mathematically 
detectable, not just allegationally suspicious. 

 

4. What Constitutional Election Governance Does NOT Do 

RSBIS provides: 

• ✓ Verifiable election outcomes (courts recompute tallies) 

• ✓ Preserved ballot secrecy (votes mathematically unlinkable to voters) 

• ✓ Tamper-evident audit trails (Journal hash chains detect manipulation) 

• ✓ Coercion resistance (receipt-freeness prevents vote buying/intimidation) 

• ✓ Offline verification (courts verify without vendor cooperation) 

RSBIS does NOT provide: 

• ✗ Prevention of voter registration fraud (if ineligible person fraudulently registers 
with fake ID, RSBIS records but doesn't detect fake identity) 

• ✗ Prevention of voter coercion outside polling place (physical threats before voting) 

• ✗ Guarantee of honest voters (voters may sell votes despite receipt-freeness if they 
collude) 

• ✗ Protection against all implementation bugs (cryptographic proofs correct, but 
software implementation could have vulnerabilities) 

Proper scope: Makes election outcomes mathematically verifiable and ballot secrecy 
cryptographically preserved. Does not solve social problems (voter coercion) or prevent all 
operational fraud (requires honest voter registration process). 
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5. Canonical Election Governance Specimens 

Acceptance: 

• RootZero0240020601_Governance_Voting_Audit: Election tallied with zero-
knowledge proofs, observer attestations verified, outcome recomputable 

• RootZero0240020602_Anonymous_Ballot_Verified: Ballot Deed unlinkable to voter, 
secrecy preserved mathematically 

• RootZero0240020603_Eligible_Voter_Verified: Voter registration eligibility confirmed 
via multiple verification sources 

Rejection: 

• RootZero0240020610_Duplicate_Voting_Blocked: Voter attempted second ballot → 
E-AUTH (already voted) 

• RootZero0240020611_Ineligible_Voter_Rejected: Non-citizen registration attempt → 
E-AUTH (eligibility failed) 

• RootZero0240020612_Ballot_Stuffing_Detected: Ballots created after polls closed → 
E-SCOPE (outside voting period) 

• RootZero0240020613_Tally_Manipulation_Caught: ZK proof verification failed → E-
MODEL (tally mismatch) 

 

6. Election Integrity Impact and Deployment 

Scale: 60+ democracies, billions of voters, $14B+ US election spending alone 

Impact: 

• Contested elections resolvable mathematically (not through endless lawsuits) 

• Ballot secrecy preserved (coercion resistance maintained) 

• Public trust restored (outcomes verifiable by anyone with continuity bundle) 
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• Election fraud detectable (not just allegationally suspicious) 

Deployment: 

Adoption is expected to begin in jurisdictions with highest election dispute risk: 

• Phase 1: Local elections (municipal, school board - lower stakes, easier adoption) 

• Phase 2: State/provincial elections (higher stakes, more scrutiny) 

• Phase 3: National elections (presidential, parliamentary - highest stakes) 

• Phase 4: International observation (UN, OSCE adopt as verification standard) 

Timeline depends on political will, public trust levels, and demonstrated success in pilot 
deployments. Early adopters likely face contested election history (Florida, Georgia, 
Arizona in US; Kenya, Brazil internationally) where mathematical verification provides 
legitimacy. 

 

7. Conclusion 

Election integrity requires simultaneously verifiable outcomes and preserved ballot 
secrecy—a tension current approaches resolve through forced tradeoffs. Paper ballots 
preserve secrecy but lack transparent auditability; electronic voting enables efficiency but 
creates single points of failure vulnerable to manipulation and mistrust. 

Constitutional trust infrastructure eliminates this tradeoff through cryptographic 
separation of voter identity from ballot content. Elections become mathematically 
verifiable through offline recomputation while individual votes remain unlinkable to voters. 
Courts adjudicate disputes through zero-knowledge proof verification, not testimony; fraud 
becomes mathematically detectable, not allegationally suspicious. 

RSBIS demonstrates that election integrity is not a technology problem requiring better 
voting machines, but a governance problem requiring structural separation of identity from 
ballots. With constitutional infrastructure, democracy becomes cryptographically 
verifiable while ballot secrecy remains mathematically preserved. 
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This electoral governance layer shares infrastructure with fifteen other trillion-dollar 
problems—all requiring deterministic validation under explicit policy with permanent, 
recomputable evidence. 

 

Correspondence: deen.saleh@rootzerovault.com 
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